Exercise Use Only


Preface

The purpose of publishing an Exercise Plan (EXPLAN) is to aid exercise planners in the design of an effective exercise.  An EXPLAN also enables participants to understand their roles and responsibilities in exercise planning, execution, and evaluation.  This EXPLAN is tangible evidence of the public safety partnership in response to a terrorist threat or an act of terrorism.  Exercises are the culmination of training toward a collective level of preparedness.  Documentation such as this EXPLAN maps the course to improving collective readiness.

Administrative Handling Instructions

1. The title of this document is Exercise Plan.

2. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives.  Reproduction of this document, in whole or in part, without prior approval from the [Jurisdiction] is prohibited.

3. Lead Exercise Planner Point of Contact:

[Contact Info]
4. Other Contacts:

[Contact Info]
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Part 1 – General Information

A. Purpose

The Exercise Plan (EXPLAN) gives planners from participating organizations the information necessary to plan, design, and conduct an exercise.

This EXPLAN provides planning guidance for a [Type of Exercise].  This EXPLAN is based on planning factors and estimates available at the time of preparation and is subject to modification during the final exercise planning and preparation.  The Controller and Evaluator (C/E) Handbook complements this EXPLAN and provides detailed guidance for conduct of the exercise.

The EXPLAN is provided to familiarize appropriate agencies with the community’s intent to conduct an interagency exercise, their roles and responsibilities in planning and execution, and the capabilities of the community to respond to an act of terrorism.

The exercise will be conducted on [Date], from [Time] until [Time].  Exercise play is scheduled for [#] hours or until the Exercise Director and Senior Controller determine exercise objectives have been accomplished.

B. Background

The [Jurisdiction] recognizes its responsibility to protect the public from, and mitigate the consequences of, the hazards associated with an act of terrorism, including the necessity for a properly integrated response in the event of such an incident.  With this responsibility in mind, the [Jurisdiction] has developed policies and procedures to respond to a terrorism incident and conduct terrorism exercises.

C. Exercise Concept and Scope

Scope of Play.  The scope of play for the exercise requires the establishment of an incident scene and requires responders in the field to perform those actions usually associated with an initial response to a terrorist incident.  These actions include victim rescue, triage, treatment and decontamination, hazard identification, site security and crowd control, render-safe procedures (RSP) on devices and/or weapons, monitoring for contamination, contamination control, and device recovery and packaging.

Assumptions.  The following general assumptions apply to the exercise:

· Emergency personnel who respond to incident scenarios will operate in accordance with existing plans, procedures, and practices and will participate during this exercise.

· The goals and objectives of the exercise will be consistent with functional area operations and technical plans and procedures, whenever possible, as long as safety, cost effectiveness, and prudence are not compromised.

Artificialities and Constraints.  The following artificialities and constraints will detract from realism; however, exercise planners and participants accept these artificialities and constraints to facilitate accomplishment of the exercise objectives:

· Surrogates may be playing in place of some key decisionmakers.  The surrogates, in most instances, will be junior to the principals they represent.  Thus, the surrogates’ actions during the exercise may not depict the same actions that might be taken by their respective principals.

· The exercise will be played in real time.  Some events, however, may require time jumps or may be accelerated to meet exercise objectives.

· In some cases, actual distances may be condensed to accommodate the size of the play area, which may result in artificially small hazard control zones.

D. Major Exercise Design Objectives 

Exercise design objectives include the following:

[Insert Design Objectives]

E. Exercise Scenario

Variables are used for the development of the scenario and the overall structuring of the exercise.  The following variables were selected by the community to be included in this exercise scenario: 

· The potential for a single/multiple explosive device(s), including the potential of a secondary device (possibly targeting first responders).

· The potential for the presence of a hazardous material.

· Exercise play at an indoor/outdoor venue.  (Details of the site layout are provided in Appendix B of this EXPLAN.)
· The emergency response operations will be initiated by [Initiating Event]
Scenario Tools.  Scenario tools are used to initiate and stimulate the exercise play and inject scenario events.  These include a Master Scenario Events List (MSEL) that outlines benchmarks or actions anticipated during the exercise.  Part of the MSEL may include scripted messages to be introduced into exercise play.  A summary timeline is also available for use by controllers and evaluators.

The MSEL has been developed to ensure continuous play during stated exercise hours.  
If a sufficient level of exercise intensity cannot be maintained as a result of actual play or injects, controllers may stimulate additional player responses to achieve exercise objectives in coordination with the Exercise Director, and Senior Controller.

Scenario Confidentiality.  This exercise may pose politically sensitive issues and may portray detailed response plans and potential response shortcomings.  Planners and participants must treat exercise-related information as sensitive.

The exercise is an unclassified exercise.  The control of information is based more on public sensitivity regarding the nature of the exercise than on actual exercise content.  To meaningfully evaluate current plans and policies, normal operating procedures are used for all player communications during the exercise.  Media guidance is precoordinated in the event of public inquiries.

All written or typed material generated during the planning and conduct of this exercise should be treated as sensitive.  All material generated during this exercise should be disposed of as sensitive waste when no longer needed to facilitate exercise play or documentation.  The intent of these procedures is to preclude sensitive materials and the nature of this exercise from being inadvertently released in any form.

Some exercise material is intended for the exclusive use of exercise planners, controllers, and evaluators, however, players may view other material.  The EXPLAN may be viewed by all exercise participants, but the C/E Handbook is not intended for exercise players.

All exercise participants should use appropriate guidelines to ensure the proper control of information within their areas and protect this material in accordance with current [Jurisdiction] directives.

F. Exercise Control and Evaluation

General.  This section describes the exercise control concept and delineates associated responsibilities for the management and control of the exercise.  The C/E Handbook contains more detailed materials, procedures, and guidance designed to aid in the conduct of the exercise.

Concept for Exercise Control.  An exercise organization (see Figure 1-1) will be used to control exercise play at all locations.  The scope of play and number of participating agencies will require close cooperation throughout the exercise planning process.  An essential element for the successful conduct of this exercise will be the integration of all exercise controllers into a cohesive team.

Figure 1-1.  Exercise Organization
Exercise Director and Senior Controller.  The overall control of will be the responsibility of the Exercise Director and Senior Controller.  Together, they will manage a group of supporting controllers at the incident site.  Controllers at the incident site will be responsible for monitoring play at specific incident locations and injecting designated events to specified players and player organizations.  The field play will result from a detailed site setup based on the exercise scenario.  Controllers will act as moderators to explain or clarify the physical surroundings during play.  To ensure positive exercise control, controllers will be positioned at each responder location.  A comprehensive exercise orientation will be provided to controllers during the Controller/Evaluator Briefing.

Exercise Simulation Cell.  The Simulation Cell (SIMCELL) will simulate activity for nonplaying entities.  The SIMCELL is also responsible for coordinating a variety of essential exercise support activities.  Control cell operations will receive player information and, where applicable, direct the injection of selected core events during the exercise.  

Because the exercise is of limited duration and scope, controllers will relay certain physical descriptions of what would be occurring at the incident site and surrounding areas to the emergency responders.  The controllers will “paint the picture” for the responders verbally or with limited written materials, describing what is happening in and around the incident scene.

Media.  Media personnel will attending the exercise and will be confined to designated media/observer areas.

Control Information Transfer.  A principal method of information transfer for controllers during the exercise will be via a designated radio frequency on a shared radio system.  The [Agency/Organization] will supply the radios and radio system used during the exercise.  Most exercise controllers will have access to a radio that will enable them to transmit control information to other exercise controllers.  The controller network will also allow the Exercise Director and Senior Controller to make and announce universal changes in exercise documentation, such as changes to the MSEL and event implementers.  See Part 4 (Logistics) of this EXPLAN for additional information.

Controller Responsibilities.  The Senior Controller will be responsible for the following:

· Monitoring exercise progress and coordinating decisions regarding any deviations or significant changes to the scenario caused by unexpected developments during play.

· Monitoring actions by functional area controllers and individual controllers to ensure all appropriate actions are taken to manage an effective exercise.

· Coordinating any required modifications to the timeline and individual event implementers with the appropriate functional area controller.

· Staying at the incident site to monitor and observe responder and controller activities.

Functional Area Controllers.  Functional area controllers will be assigned to lead the control function for each functional area or responder organization.  Functional area controllers have limited decisionmaking authority in their respective areas.  Any changes that impact the scenario or affect other areas of play must be coordinated through the Senior Controller, who will coordinate with the Exercise Director.  Each controller will manage exercise play by implementing the MSEL and by functioning, as required, to simulate non-participating elements.  Controller duties are detailed in the C/E Handbook.

Exercise Implementation and Rules

· Real emergency actions take priority over exercise actions.  

· “[Code Phrase (i.e., This is a Real Emergency)]” will be the designated phrase that indicates there is an emergency in the exercise area requiring immediate attention that may or may not stop exercise play.

· Modification or intentional disruption of communication circuits is prohibited.

· Exercise players will comply with real-world response procedures unless otherwise directed by controllers.  Responder rules of conduct are outlined in Part 2 (Exercise Participation) of this EXPLAN.

· All radio communications and telephone conversations made during the exercise will begin and end with the words, “This is an exercise.”

· Exercise players placing telephone calls must identify the organization, agency, office, or individual with whom they wish to speak.

Exercise Security.  The [Agency] will provide security for the exercise site.  Exercise security is addressed in Part 4 (Logistics) of this EXPLAN.

Exercise Safety.  Safety throughout the exercise is paramount.  Safety issues are detailed in Part 3 (Operations) of this EXPLAN, including procedures for initiating a response to real world emergencies.

Concept of Exercise Evaluation.  The focus of the exercise is to enable participants to assess current response capabilities to a terrorist incident, identify strengths and weaknesses, and identify future training needs.  The exercise will focus on key local emergency responder coordination, critical decisions, and the integration, where appropriate, of Federal and State assets necessary to respond to a terrorist incident.  Evaluators will be positioned at functional locations to assist in the overall identification of issues.  

Evaluators.  Evaluators work as a team with controllers.  They do not interact with players.  Evaluators will record events and ensure documentation is submitted for review and inclusion in the After-Action Report (AAR)/Improvement Plan (IP).  Evaluators will not interfere with the integrity of the exercise or players.  All questions raised during the exercise will be addressed by the controller onsite.

Handbooks and Evaluation Forms.  The C/E Handbook will be used to guide the conduct and evaluation of the exercise.  Evaluation forms will be provided to the evaluators to assist in capturing the highlights of this exercise.

G. Exercise Planning

Exercise Planning Responsibilities.  The Exercise Director and Senior Controller are responsible for the following:

· During exercise planning and design, ensuring all exercise documentation is coordinated thoroughly with all participating organizations.

· During the exercise, supervising controller operations, including controller reporting.

Responsibilities.  To successfully fulfill exercise objectives, the exercise planning team will accomplish the following:

· Fund selected activities to support the exercise, such as agency participation and facilities.

· Coordinate the exercise, administrative, and technical planning input, including planning conferences conducted to ensure planning milestones are met.

· Write, coordinate, and distribute the EXPLAN as well as changes and supplements thereto.

· Develop, coordinate, and distribute a MSEL and supporting event implementers that will detail controller inputs for the exercise.

· Develop an exercise briefing for presentation that will keep controllers, planners, and senior officials in participating agencies informed on the background and status of the exercise.

· Schedule, coordinate, and conduct the First Responder Hot Wash for players shortly after the exercise.

· Collect, consolidate, and coordinate exercise evaluation comments for inclusion in an AAR/IP that will include observations, lessons learned/best practices, and recommendations for improvement of response policies and procedures.

· Ensure all exercise players have attended player orientation training.

· Provide videotape documentation of the exercise if desired.

· Develop the necessary documentation for the conduct of the exercise.

· Act as the central point of coordination for the participating planners.

· Facilitate and provide input during the Controller/Evaluator Debriefing following the exercise.

· Conduct training for exercise players, controllers, and evaluators.

· Develop a mock device for use during the exercise.  The device will be nonfunctional and may be built to simulate actual devices.  

· Complete an After Action Report/Improvement Plan based on input received from controller, evaluators and players.

H. Public Affairs

General.  This exercise offers all levels of government, but particularly the community of [Jurisdiction], the opportunity to demonstrate an increased readiness to deal with terrorist incidents.  Any public safety exercise of this scope is a newsworthy event.  Because this exercise deals with terrorist incident, a subject of wide public interest, news media attention can be expected to be even higher.

Special attention must be given to the needs of the news media, allowing them to get as complete and accurate a story as possible, but ensuring their activities do not impact on the realism of the exercise or compromise safety or the exercise objectives.

Exercise Responsibilities

Pre-Exercise.  The community is responsible for disseminating public information in advance of the exercise.  This function will be coordinated by the [Agency].

During the Exercise.  Media personnel will be treated as observers and will follow observer guidelines.  Media personnel will only enter the exercise play area with assigned escorts at all times.

See separate information sheet
for observers and media personnel.

Part 2 – Exercise Participation

I. Exercise Participants

Players.  Players are agency personnel who have an active role in responding to such an emergency by performing their regular roles and responsibilities during the exercise scenario.  Players will also include communications personnel who may be offsite but have an integral role in directing agency responses and actions.  Players initiate actions that will control and mitigate the simulated emergency.

Controllers.  Controllers are exercise participants who plan and manage the exercise play, set up and operate the exercise incident site, and act in the roles of response individuals and agencies not actually playing in the exercise.  Controllers provide key data to players and may prompt or initiate certain player actions to ensure exercise continuity.

Controllers are the only participants who will provide information or direction to the players.  Controllers may employ compressed time or space to ensure exercise continuity and completion.  All controllers will be accountable to the Senior Controller.  A controller may also serve as an evaluator.

Evaluators.  Evaluators are chosen from various agencies to evaluate and comment on designated functional areas of the exercise.  Evaluators are chosen based on their expertise in the functional area(s) they review during the exercise.  Evaluators have a passive role in the exercise and only note the actions of players; they do not interfere with the flow of the exercise.

Actors.  Actors are volunteer participants who simulate specific roles during the exercise play.  An actor may serve as an evaluator during role play.

Observers.  Observers view all or selected portions of exercise play.  Observers do not participate in exercise play or in exercise control functions.

Exercise Staff.  Exercise staff refers to exercise planning group members.

Participating organizations are listed in Table 2-1.  

Simulated organizations are listed in Table 2-2.

Table 2-1.  Participating Organizations

	Local

	Law Enforcement

	
	

	
	

	Fire/HazMat

	
	

	
	

	Emergency Medical Services (EMS)

	
	

	
	

	Medical

	
	

	
	

	Communications/Dispatch

	
	

	
	

	Emergency Management

	
	

	
	

	Public Health

	
	

	
	

	Agricultural

	
	

	
	

	Other

	
	

	
	

	State

	
	

	
	

	
	

	Federal

	
	

	
	


Table 2-2.  Simulated Organizations

	

	
	

	
	

	
	

	
	


J. Responder Rules of Conduct

· If an actual emergency occurs during the exercise, controllers will immediately suspend exercise play and evaluate the situation.  The Exercise Director and Senior Controller will then decide if the exercise can be safely resumed.

· You will not have prior knowledge of the scenario.  If you gain knowledge of the scenario before the exercise, notify an exercise controller so appropriate actions can be taken to ensure a valid evaluation.

· Act in a professional manner at all times.

· For safety reasons, most emergency units that will actually respond to the incident site will be pre-positioned at locations near the site.  When their presence is required at the site, a time delay will be introduced by Assembly Area controllers to simulate actual response time.

· Understand the scope of the exercise.  If you are unsure about a certain organization’s or agency’s participation in the exercise, ask a controller.

· If parts of the scenario seem implausible, do not complain.  Recognize that the exercise has objectives that must be satisfied and may require doing things that may not be as realistic as we would like.

· Speak out loud when you are taking action.  Recognize controllers and evaluators are not mind readers and you will only get credit for actions of which the evaluator is aware.

· Act on all controller instructions.  With the exception of safety issues, even if you do not agree with what the controller is telling you, do not argue.  Complete the required actions and make a note to discuss your disagreement at the end of the exercise during the critique.  Remember the controller has the final word.

· Do not engage in casual conversations with the controllers.  If you are asked a question, give a short, concise answer.  If you are busy and cannot immediately respond, indicate that, but report back with an answer at the earliest possible time.

· Do not engage in conversations with evaluators.  If an evaluator persists in talking to you, ask a controller for assistance.

· Maintain a log of your activities, when possible.  Many times, this log may include documentation of activities missed by a controller or evaluator.

· Except for the actions identified in the list of actions to be simulated, or as otherwise directed by exercise controllers, respond to exercise events and information as if the emergency were real.

· Act as if simulated hazardous conditions are real.  Adhere to all usual industrial/health protection controls for the simulated hazard(s) presented by the exercise scenario. 

· You must adhere to industrial/health protection controls.  Only exercise controllers and evaluators are exempt from simulated security and industrial/health protection controls required by exercise conditions.

· Adhere to public laws, including traffic regulations, and follow any orders given by law enforcement personnel.

· Controllers will only give you information they are specifically designated to disseminate from their assigned functional area.  You are expected to obtain other necessary information through existing emergency information channels.

· Except for “Real Emergency” notifications, participating personnel will simulate radio contact with off-site agencies.

· Precede and follow all exercise messages and communications with the phrase, “[Real Emergency Code Phrase (e.g., This is a Real Emergency)]”
· In some cases, it may be necessary to exercise “controller prerogative” of countermanding player actions to preserve the continuity and objectives of the exercise.  You must accept the controller’s word as final and proceed with play.

Part 3 – Operations

K. General

This exercise is a limited duration exercise of not more than [#] hours.  The actions of participating agencies will be in response to events outlined in the Master Scenario Events List (MSEL).  The basis for actions in the field will be a combination of existing department procedures and directives and additional tasks and skills acquired during training.  Therefore, the MSEL is limited in scope, serving as a catalyst for initial actions, and as a list of projected operational milestones.  The MSEL allows the exercise control staff to ensure the exercise stays on track and objectives are met.  The Exercise Director and Senior Controller may identify additional actions or adjustments required during the exercise to guide play to ensure these objectives are met.

L. Briefings and Events

Descriptions of the significant exercise events follow.  Appendix D of this EXPLAN contains a list of exercise events.

Hospital Controller and Evaluator Orientation Briefing.  Representatives from each participating hospital will be briefed on the next day’s activities both at the exercise site and at their hospitals.  All information and materials for the exercise will be distributed at this briefing.
Controller and Evaluator Orientation Briefing.  A comprehensive Controller/Evaluator (C/E) Briefing will be conducted the day before the exercise.  Each controller and evaluator is required to attend this session, plus any specialized training required, to learn his or her assigned responsibilities.  This is also the time for the C/E teams to get acquainted and address in advance any issues that might arise during the exercise.

Actor/Actor Controller Briefing.  This briefing is conducted the morning of the exercise, before the actors/victims take their positions on the exercise field.  The role and importance of the actors will be reviewed as well as the details of symptomatology, safety, and any other information pertinent to their participation.  Moulage will be applied during this period.

Exercise Play.  Player activity will begin at [Time] with the initiation of a simulated terrorist attack.  This attack will prompt the action of first responders, beginning the response phase of the exercise.  Play will proceed in accordance with established plans and procedures.  The exercise will conclude at the direction of the Exercise Director and on the substantial completion of operations and attainment of the exercise objectives.  The exercise is expected to end at approximately [Time].  A First Responder Hot Wash for participating units will occur shortly after the exercise.  A debriefing will follow for controllers, evaluators, and senior agency representatives.  The exercise schedule is detailed in Appendix A of this EXPLAN.  The following are some exercise guidelines:

· Controllers and evaluators will check-in no later than [Time] (see Appendix A) at the [Exercise Site] for final instruction.  All controllers must be in their assigned places for the start of the exercise no later than [Time] on [Date].
· Pre-exercise injects will be provided, as needed, to selected organizations.  These injects will include information usually available to those organizations and necessary to properly inform players responding to the incident.

· Initial response teams will be pre-positioned in the exercise Assembly Area and will enter play as scheduled and directed by control staff.

· Exercise play will not be halted for player breaks or, where occurring, shift changes.

First Responder Hot Wash.  This block of time is provided to gather the first impressions of responders about exercise conduct and play.  Observers are not encouraged to attend, unless by specific invitation of exercise officials.  Controllers and evaluators are encouraged to attend because they may find the information useful for the completion of controller notes and evaluation forms.

Controller, Evaluator, and Senior Agency Official Debriefing.  This debriefing is a forum for representatives to review the exercise.  It will be a facilitated discussion covering each functional area and the exercise process.  During the debriefing, controllers and evaluators will have the opportunity to complete and hand in their exercise materials.

Hospital Controller, Evaluator, and Administrator Debriefing.  This debriefing is conducted the day after the exercise to enable hospital representatives to assess the medical community’s response during the exercise.  It will be a facilitated discussion covering each hospital’s role and responsibility during the incident.  During the debriefing, controllers and evaluators will have the opportunity to complete and hand in their exercise materials.

M. Safety

All participating organizations recognize the importance of conducting an exercise of this magnitude as safely as possible.
The [Agency] will provide the exercise safety controller for the exercise.  The safety controller will have no other duties.

Definitions

Safety Controller.  The safety controller looks out for the safety of all exercise participants.  This person is not responsible for providing controller injects to play activities.  Any real safety concerns should be reported to a controller, who will be identified by a [Color] controller badge.  The controller has full authority regarding any safety-related aspect of exercise play.  All participants will follow the safety controller’s directions.
Exercise Controllers.  Exercise controllers help guide the exercise.  They provide exercise injects and information to the responders.  All exercise controllers will also serve as safety observers during the exercise.

Exercise Safety Requirements (General).  Participant safety takes priority over exercise events.  Although the organizations involved with the exercise come from various agencies, they share the basic concept of ensuring a safe and healthful workplace for their personnel.  In addition, aspects of a terrorist incident response are dangerous.  Professional health and safety ethics should guide all participants to operate in their assigned roles in the safest manner possible.  The following general requirements apply to the exercise:

· All exercise controllers will serve as safety observers while exercise activities are under way.

· Participants will be responsible to look out for their own and each other’s safety during the exercise.  It is the responsibility of every person associated with the exercise to stop play if, in his or her opinion, a real safety problem exists.  Once the problem is corrected, exercise play can then be restarted.

· All organizations will comply with their respective environmental, health, and safety plans and procedures, as well as all appropriate Federal, State, and local environmental health and safety regulations.

Scope.  The exercise presents a potential safety hazard to all participants.  For this reason, an exercise safety controller has been established to identify those hazards and make appropriate recommendations to ensure participant safety at all times.

Medical Support.  If participants need medical support for headaches, minor cuts, and other minor injuries and illnesses, medical support will be provided during the exercise.  There will be a dedicated “Real Emergency” advanced life support (ALS) unit at the exercise site; medical evacuation support will also be available.

Accident Reporting.  All injuries, incidents, and accidents, regardless of severity, will be reported immediately to the nearest controller.  Anyone observing a participant who is seriously ill or injured will first advise the nearest controller and then render first aid, if possible, provided the aid given does not exceed his or her training.

Use of Alcohol.  Alcohol consumption will not be allowed during the exercise.  If a controller detects the presence of alcohol on a participant or if a participant is believed to be under the influence, the controller will remove the participant from the exercise and report the participant to his or her supervisor for appropriate follow-on action.

Prescription Medication.  Participants taking prescription medication will report this information through their chain of command.  Supervisors should inform the exercise safety controller of the decision to allow such an individual to participate.

Illegal Drugs.  The use of illegal drugs is prohibited.  If a controller detects the presence of drugs on a participant or if a participant is believed to be under the influence, the controller will remove the participant from the exercise and report the participant to his or her supervisor for appropriate follow-on action.

Personal Protective Equipment.  Personal protective equipment (PPE) may be needed for various operations during the exercise.  PPE will generally be provided by the participant’s organization.  Use of respiratory protection, if needed, will be allowed only for participants who have been medically qualified, trained, and fit-tested.  Participating organization safety officers will ensure the proper and authorized use of PPE by their individual participants.

Exercise-Specific Safety Requirements

Exercise Setup.  Primary concerns during exercise setup are centered on placing items at the scenario location for use during the exercise.  As with the exercise, a safety controller will be present during all setup operations.  Medical support personnel will be onscene and/or immediately available during setup operations.

Operations.  All generating devices will be located in areas in which exhaust gases will not pose any potential for exposure to exercise participants (i.e., located far enough away from buildings to avoid buildup of carbon monoxide inside).  In addition, hearing conservation measures will be followed.

Electrical.  All electrical hazards and generating devices will be clearly marked and separated to prevent inadvertent contact.

Activity-Specific Safety Requirements
The [Agency] will provide access control to the exercise area to ensure unauthorized nonparticipants are denied access and authorized nonparticipants transiting the exercise area to reach other work areas do so without deviating from established routes or reasonable travel times.  Those personnel performing exercise site security are not direct participants in the exercise and will not be exposed (as part of the exercise) to any scenario-related play.

In an area of exercise pedestrian traffic, drivers will not exceed 5 miles per hour, except in real emergency situations.  Emergency lights for participating units will be employed during the exercise.

Weather Considerations.  The exercise area is the [Exercise Site].  Actual weather conditions will be used during the exercise; however, wind conditions may be simulated as deemed necessary.

Heat Stress.  Heat stress is defined by the following conditions presented in order of increasing severity: heat rash, heat cramps, heat exhaustion, and heat stroke (hot, dry skin).  Ambient temperature, ambient humidity, work activity, type/level of PPE, and physical fitness/acclimatization of exercise participants mainly influence heat stress.  Generally, exercise participants who will be at the highest risk are personnel required to wear PPE and perform heavy work activity during the warmest times of day.

Heat stress can be controlled by drinking plenty of water (available at the site), avoiding alcohol (before and during exercise), complying with proper work/rest regimens, and maintaining the core body temperature below 100.4 °F.  Controllers are responsible for assessing the exercise participants for heat stress potential and taking prompt corrective action to mitigate dangerous heat stress conditions.  Heat stress is generally monitored and controlled according to American Conference of Government Industrial Hygienists (ACGIH) criteria.

Exercise participants who experience a significant heat stress condition (e.g., heat exhaus​tion and heat stroke) should immediately stop working, inform a safety controller, and report to the on-site medical responders.  Basic response actions for a victim of severe heat stress include moving to a shaded location (preferably air conditioned), removing PPE/ clothing, and administering water.

Hypothermia.  Hypothermia is defined as the progressive cooling of the body.  This cooling can occur rapidly (e.g., when a person is immersed in cold water) or gradually (e.g., through general outdoor exposure in cold weather).  The body can adjust to a drop of a few degrees of internal body temperature, but larger temperature losses can result in the inability of the body to regulate its temperature and produce necessary body heat.  The signs and symptoms of hypothermia include the following:

· Shivering (or, in severe cases, the absence of shivering)

· Numbness

· Drowsiness or inactivity

· Stiff or rigid posture

· Rapid breathing and pulse at the onset (slow breathing and pulse in severe cases)

· Coordination difficulties (e.g., staggering)

· Joint/muscle stiffness

· Decreased level of consciousness

All exercise participants are susceptible to the effects of hypothermia.  Hypothermia can be controlled by removing all wet clothing, gradually warming the victim, giving warm liquids to conscious victims, and keeping the victim warm.  All controllers and the safety controller are responsible for assessing exercise participants for cold injury potential and taking corrective action to mitigate dangerous conditions.

Exercise participants who experience cold injuries or the signs and symptoms of hypothermia should immediately stop working, inform a controller, and be brought to the on-scene real emergency site.

Real Emergency Procedures.  For an emergency that requires medical assistance, the phrase will be “[Real Emergency Code Phrase (e.g., This is a Real Emergency)]”  The following procedures will be used in case of an actual emergency during the exercise:

· The first exercise player, controller, evaluator, or observer who becomes aware of an actual emergency will initiate the broadcast of “[Real Emergency Code Phrase (e.g., This is a Real Emergency)]” over all frequencies being used at the exercise.

· All radio transmissions will cease, except the unit that first transmitted “[Real Emergency Code Phrase (e.g., This is a Real Emergency)]” will specify the following information:

· Location

· Condition

· Requirements (if possible)

· If requirements at the scene are specified, only those units requested will respond.

· If an actual medical emergency occurs, the aided will be immediately removed via the dedicated ambulance, for real emergencies only, to the appropriate receiving medical facility. 

· If the nature of the emergency is such that a suspension of the exercise is needed, all exercise activities will immediately cease.
Fire Safety.  Dispatch onscene will be notified and should provide support in case a fire or other emergency occurs during the exercise that is not part of exercise play.  Following are fire safety requirements for the exercise:

· Firefighting equipment will be readily available and in close proximity.

· Particular care will be taken to ensure no exercise operations cause unintentional fires.

· Resupply fuels, specifically gasoline, kerosene, and diesel fuel, will be stored only in approved containers.  They will be clearly labeled for content and will be stored away from combustible materials.  They will not be stored within 50 feet of an ignition source such as open flames or electrical or gas-operated equipment that could spark or short out.  “No Smoking” signs will be posted near the storage area.  Fire extinguishers and other safety equipment will be stored close to the resupply fuel storage area, but not with the fuel containers.  Fuels will be handled using safe handling methods.

Weapons Safety.  It is the policy of the U.S. Department of Homeland Security, Office for Domestic Preparedness (ODP) to ensure that every effort is made to provide a safe and secure environment at all ODP-sponsored exercises for its participants, observers/VIPs, control/evaluation staff, volunteers, and the general public.  

Exercise planners and controllers shall plan for and promulgate control measures with regard to weapons, whether introduced as a simulated device during exercise play or utilized by law enforcement officers in their normal scope of duties.  

· For the purpose of this policy, a weapon shall include all firearms, knives, explosive devices, less than lethal weapons/tools/devices, and any other object capable of causing bodily harm.

· Qualified personnel (law enforcement, security, military, etc.) with legal authority to carry weapons who have an assigned exercise role (responder, tactical team, etc.) and have the potential for interaction with other exercise participants shall NOT carry a loaded weapon within the confines of the exercise play area.  They may continue to carry their weapon only after it has been properly cleared and rendered safe (i.e., no ammunition in chamber, cylinder, breach, or magazines) and only after being marked or identified in a conspicuous manner (i.e., bright visible tape around the visible stock or holster).   The use of an area clearly marked as “off limits,” and with assigned armed personnel to secure weapons in a container, vehicle, or other security area is acceptable, and should be consistent with host jurisdiction weapons security policies.

· Qualified personnel (law enforcement, security, military, etc.) with legal authority to carry weapons who are utilized to provide “real world” perimeter security for the exercise and have no assigned or direct interaction with exercise participants may continue to carry loaded weapons as part of their normal scope of duty.  

· All other personnel with no legal authority to carry weapons shall not bring, introduce, or have in their possession any weapon of any type in any area associated with the exercise.  Safety briefings will be provided to all exercise participants specifying provisions and policies regarding weapons prior to the start of the exercise.

· Simulated explosive devices, such as ‘flash bangs’, pyrotechnics, flares, smoke grenades, etc. will be handled and/or detonated only by qualified exercise staff or bomb technicians.

· Aggressive behavior will not be tolerated during exercise conduct, except in matters of self-defense.  Examples of aggressive behavior may include but are not limited to: excessive speeding; uncontrolled animals (i.e., K-9s, horses, etc.); employment of defense products (i.e., mace, pepper spray, stun guns, tasers, batons, etc.); and forceful use of operational response equipment or tools (i.e., pike poles, hose lines used at full stream on victims, etc.).

· Exceptions to this policy specifying special mitigating circumstances shall be directed, in writing, to ODP 30 days prior to the exercise.

N. Assembly Area

An area adjacent to or near the exercise site will be designated as the Assembly Area for the exercise.
Pre-Exercise.  All participating agencies and their units/appparatus will report to the Assembly Area and report their arrival to the Assembly Area controller.  Responding units will be positioned in the order of their response in the Assembly Area.  The controller will, in turn, report arrival of participating units to the Senior Controller via the Controller Communications Radio Network.

Exercise.  Units will be released from the Assembly Area as directed by the Assembly Area controller using a deployment timetable that will be distributed before the start of the exercise.  No participating personnel or units will depart the Assembly Area unless released by an Assembly Area controller or in response to a real emergency.

Part 4 – Logistics
O. General

This section specifies tasks to accomplish specific support exercise preparation, conduct, and/or evaluation.  This plan includes notification of controllers, obtaining briefing rooms and classrooms, communications requirements, meals, transportation, facility security badging/access, and acquiring/assembling props (e.g., moulage, mannequins, generators, lighting, simulated material).  Planning generally includes the following:

· Scheduling, including preparatory activities, conduct of the exercise, the critique process, and the evaluation report.

· Identifying exercise participants and, if necessary, various nonparticipants.

· Identifying victims and the symptomatologies they are to display.

· Identifying a critical events timeline to guide controllers during the exercise.

On-Site Logistics

Parking.  There will be designated parking for controllers, evaluators, observers, media personnel, and actors.  Parking for these groups will be in the lot adjacent to the [Exercise Site].  

Assembly of Response Equipment and Personnel.  For safety reasons, all agency equipment involved in the exercise will be pre-positioned in the Assembly Area before the start of the exercise.  The Assembly Area will be located at [Assembly Area Location].

Transportation Offsite.  Actors/victims will be transported by [Mode of Transportation (e.g., bus, van, etc.)] to the exercise site and area hospitals.

Canteen.  A canteen vehicle with food and refreshments will be available for the convenience of all exercise personnel.

Water for Actors.  Potable water will be provided for participants and actors/victims throughout the exercise.

Restroom Facilities.  Restroom facilities will be located onsite for use during the exercise.

Refreshments.  The [Organization(s) – e.g., American Red Cross, Salvation Army)] will coordinate refreshments and food.
Cleanup and Restoration.  Following the exercise, agencies will begin equipment removal and cleanup operations to restore the area to pre-exercise conditions.  All agencies assist in these efforts by instructing personnel to refrain from littering and begin removal of equipment and vehicles as soon as possible after the exercise.

Recording and Documenting Activities.  Media camera crews and still photographers will be operating throughout the exercise.  All participants should be advised of their presence and instructed to cooperate fully.  [Agency] will videotape the exercise.

P. Security and Access

General.  The [Agency] will control entry into the selected site and only authorized personnel will be permitted access into the exercise play areas.

The [Agency] will secure the exercise site.  The site security team will be responsible for maintaining the integrity of the exercise site, the designated parking, traffic control, and any other security requirements that may arise during preparation or conduct of the exercise.

This is an unclassified exercise; however, participants must take appropriate security measures to safeguard information and material they deem sensitive throughout the exercise.

Responsibilities.  The Exercise Director and exercise planning team are responsible for establishing policies, concepts, and standards for the exercise.

Each participating organization should follow its internal security procedures, augmented as necessary, to comply with exercise requirements.

Visitor Coordination.  Each organization with visitors will coordinate with [Agency] for access to the exercise site.

Each participating organization is requested to provide the following information to the Exercise Director to expedite the smooth reception and escort of visitors to the exercise area:

· Visitor’s full name

· Rank or equivalent title

· Organization

Observers will be escorted to the observation area for orientation and conduct of the exercise.

Media personnel will view the exercise from a designated area.  Media personnel and observers are requested to be in place no later than 15 minutes before the start of the exercise.  All observers will be asked to remain within the designated observation area during the exercise.  Representatives from [Agency] will be available to explain the exercise and answer questions for observers during the exercise.

Identification.  Distinctive hats and badges will be issued to exercise staff (controllers and evaluators) to ensure exercise identification.  All exercise personnel and observers will be identified either by hats, agency uniforms, or identification tags/badges.  The following chart describes the identification items.

	Group
	Hat
	Badge

	Exercise Director 
	[Color]
	[Color]

	Controllers
	[Color]
	[Color]

	Evaluators
	[Color]
	[Color]

	Actors/Victims
	None
	[Color]

	Observers
	None
	[Color]

	Venue/Facility Support Staff
	None
	[Color]

	Media Personnel
	None
	[Color]

	First Responders, Uniformed
	None 
	None

	First Responders, Civilian Clothes
	None
	[Color]


Q. Communications

· The [Agency] will coordinate responder communication networks and channels.

· A separate and specific network will be designated for controllers and evaluators.

· “[Real Emergency Code Phrase (e.g., This is a Real Emergency)]” will be the designated phrase to indicate there is a real world emergency in the exercise area that requires immediate attention.

R. Exercise Communications

All spoken and written communications will start and end
with the statement, “This is an exercise”

Player Communications.  Player elements will use routine, in-place agency communications systems.  Additional communication assets may be made available as the exercise progresses.  The need to maintain a response capability for real world response may preclude the use of all communications channels or systems that would usually be available for an actual incident.  In no instance will exercise communications interfere with real-world emergency communications.  On-site interagency communications between agencies will be conducted on a designated frequency.

Controller Communications.  A special Controller Communications Radio Network of handheld radios on a separate operational radio frequency will be established for the exercise.  The controller network will link control personnel at all play areas and will remain separate from the player network.  In no case will controller communications interfere with, or override, player communications circuits.

Exercise Activation.  The emergency response operations will be initiated by a radio call from [Designated Person (e.g., Police Officer, Security Guard, etc.)] and multiple calls to 9-1-1.  The appropriate agencies will respond in accordance with their regular dispatch/response procedures.  Exercise activities will employ agency-specific radio communications on radio frequencies assigned for exercise purposes.

Appendix A
Schedule of Events 

	Time
	Personnel
	Activity
	Location

	[Date Before Exercise]

	All Day
	Exercise Staff and

Exercise Coordinators
	Site setup begins.

Pre-exercise communications setup begins.
	Exercise Site(s)

	[Time] to [Time]
	Hospital Controllers and Evaluators
	Hospital Controller and Evaluator Briefing 
	[Location]

	[Time] to [Time]
	Exercise Controllers, Evaluators, and Staff
	Controller and Evaluator Orientation Briefing.
	[Location]

	[Date of Exercise]

	[Time]
	“Real Emergency” Units
	“Real Emergency” units in position.
	[Location]

	[Time]
	Victims/Actors and Selected Exercise Staff
	Check-in and symptom badges distributed.  Canteen arrives.
	[Location]

	[Time]
	Victims/Actors and Selected Exercise Staff
	Actor/Actor Controller Briefing
	[Location]

	[Time]
	Controllers and Evaluators
	Check-in for final instructions 
	[Location]

	[Time]
	Victims/Actors
	Actors move to exercise start positions.
	Exercise Site

	[Time]
	Response Units/Players
	Apparatus arrive for prestaging and are put into position in proper response order.
	Assembly Area

	[Time]
	Assembly Area Controller and Players
	Players’ Briefing
	Assembly Area.

	[Time]
	Observers
	Move to observer viewing area.
	[Location]

	[Time]
	Controllers and Evaluators
	Communications check.
	Exercise Site (s)

	[Time]
	Controllers and Evaluators
	Controllers and evaluators in starting positions.

Final checks by Senior Controller.
	Exercise Site (s)

	[Time]
	All
	Exercise starts.
	

	[Time]
	All
	Exercise ends.
	

	Immediately Following the Exercise
	Participating Units
	First Responder Hot Wash for participating units.

Turn in all Participant Feedback Forms
	Functional Area Locations

	[Time] to [Time]
	Controllers, Evaluators, and Senior Agency Officials
	Controller, Evaluator Debrief 
	[Location]

	[Date after Exercise]

	[Time] to [Time]
	Hospital Controllers, Evaluators, and Administrators
	Hospital Controller, Evaluator, and Administrator Debriefing
	[Location]


Appendix B
Exercise Site Layout


Appendix C
Terms of Reference
	AAR
	After-Action Report

	ACGIH
	American Conference of Government Industrial Hygienists (Inc.)

	ALS
	Advanced Life Support

	APR
	Air Purifying Respirator

	ARES
	Amateur Radio Emergency Services

	
	

	BAL
	British Anti-Lewisite (dimercaporal)

	BATF
	Bureau of Alcohol, Tobacco and Firearms 

	BDC
	Bomb Data Center (FBI)

	BLS
	Basic Life Support

	
	

	CAM
	Chemical Agent Monitor

	CANA
	Convulsant Antidote for Nerve Agent (diazepam)

	C/B
	Chemical and/or Biological

	CBIRF
	Chemical Biological Incident Response Force (USMC)

	CBRNE
	Chemical, Biological, Radiological, Nuclear, Explosive (CBRNE)

	C/E
	Controller and Evaluator

	CHEMTREC
	Chemical Transportation Emergency Center

	CNS
	Central Nervous System

	CO
	Carbon Monoxide

	CONPLAN
	Concept of Operations Plan

	CST
	Civil Support Team

	CW
	Chemical Weapons

	CWA
	Chemical Warfare Agent

	CX
	Phosgene Oxime (blister agent)

	
	

	DA
	Department of the Army

	DEQ
	Department of Environmental Quality

	DEST
	Domestic Emergency Support Team

	DMAP
	4-dimethylaminophenol-hydrochloride 

	DMAT
	Disaster Medical Assistance Team 

	DMORT
	Disaster Mortuary Operational Response Team 

	DoD
	Department of Defense

	DOE
	Department of Energy

	DOH
	Department of Health

	DOJ
	Department of Justice

	DPW
	Department of Public Works

	DS2
	Decontamination Solution Number Two (a corrosive decontamination solution)

	
	

	ECC
	Exercise Control Cell

	ECG
	Exercise Control Group

	ED
	Emergency Department

	EEG
	Electroencephalogram

	EKG
	Electrocardiogram

	EMD
	Emergency Management Department

	EMS
	Emergency Medical Services

	EMSA
	Emergency Medical Services Agency

	EMT
	Emergency Medical Technician

	EOC
	Emergency Operations Center

	EOD
	Explosive Ordnance Disposal

	EOP
	Emergency Operations Plan

	EPA
	Environmental Protection Agency

	EPT
	Exercise Planning Team

	ER
	Emergency Room

	ERT
	Emergency Response Team

	ERV
	Emergency Response Vehicle

	EXPLAN
	Exercise Plan

	
	

	FBI
	Federal Bureau of Investigation

	FDA
	Food and Drug Administration

	FEMA
	Federal Emergency Management Agency

	FM
	Field Manual (when used with a number)

	FSE
	Full-Scale Exercise

	
	

	GA
	Tabun (a nerve agent)

	G-agent
	A Nerve Agent

	GB
	Sarin (a nerve agent)

	GD
	Soman (a nerve agent)

	GF
	A Nerve Agent

	Gm
	Gram(s)

	
	

	H
	European countries’ term for HD (sulfur mustard)

	HazMat
	Hazardous Materials

	HD
	Sulfur Mustard

	HHS
	Department of Health and Human Services

	HL
	Type of HN (mustard)

	HMRU
	Hazardous Materials Response Unit (FBI)

	HN1, 2, 3
	Type of HN (mustard)

	
	

	IC
	Incident Commander

	ICAM
	Improved Chemical Agent Monitor

	ICS
	Incident Command System

	IM
	Intramuscular

	IV
	Intravenous

	JIC
	Joint Information Center

	JOC
	Joint Operations Center

	
	

	MAC
	Medical Alert Center

	MATF
	Multi-Agency Task Force

	MEDEX
	Medical Exercise

	MERC
	Medical Emergency Resource Center

	MG/mg
	Magnesium; Milligram(s)

	ml
	Milliliter(s)

	mm
	Millimeter(s)

	mm3
	Millimeter(s) Cubed

	MMRS
	Metropolitan Medical Response System

	MOPP
	Mission-Oriented Protective Posture

	MSDS
	Material Safety Data Sheet

	MSEL
	Master Scenario Events List

	
	

	NAAK
	Nerve Agent Antidote Kit (MARK I) Containing Atropine and 2-PAM Cl

	NBC
	Nuclear, Biological, and/or Chemical

	NDMS
	National Disaster Medical System

	NIOSH
	National Institute for Occupational Safety and Health

	NMRT
	National Medical Response Team 

	
	

	ODP
	Office for Domestic Preparedness 

	OEM
	Office of Emergency Management

	OER
	Office of Emergency Response (HHS)

	OSHA
	Occupational Safety and Health Administration

	
	

	PAO
	Public Affairs Officer

	PAPR
	Powered Air Purifying Respirator

	PDD
	Presidential Decision Directive

	PIO
	Public Information Officer

	POC
	Point of Contact

	PPE
	Personal Protective Equipment

	
	

	RACES
	Radio Amateur Civil Emergency Service

	RSP
	Render-Safe Procedures

	RTF
	Response Task Force

	
	

	SABA
	Supplied Air Breathing Apparatus

	SAC
	Special Agent-in-Charge (FBI)

	SARA
	Superfund Amendments and Reauthorization Act

	SCBA
	Self-Contained Breathing Apparatus

	SIMCELL
	Simulation Cell

	SNS
	Strategic National Stockpile

	SOP
	Standard Operating Procedure

	
	

	2-PAM Cl
	Pralidoxime Chloride

	TARU
	Technical Advisory Response Unit

	TEU
	Technical Escort Unit (U.S. Army)

	
	

	UCS
	Unified Command System

	USDHS
	U.S. Department of Homeland Security

	USPHS
	U.S. Public Health Service

	
	

	V-agent
	A Nerve Agent (in some countries V-agents are known as A-agents)

	VX
	O-Ethyl Methyl Phosphonothiolate (a V-agent)

	
	

	WMD
	Weapon(s) of Mass Destruction

	WMDOU
	Weapons of Mass Destruction Operations Unit (FBI)


Appendix D

Briefing and Event Details 

Hospital Controller and Evaluator Orientation Briefing

Date:  
Time:  
Location:  

Controller and Evaluator Briefing

Date:  

Time:  
Location:  

Actor/Actor Controller Briefing

Date:  

Time:  
Location:  
Exercise Conduct
Date:  

Time:  
Location:  
First Responder Hot Wash

Date:  
Time:  Immediately following Exercise

Location:  
Controller, Evaluator Debrief

Date:  
Time:  
Location:  
Hospital Controller, Evaluator, and Administrator Debriefing

Date:  

Time:  
Location:  
Note:  Insert Map of Exercise Site(s) including locations for: 


Assembly Area


Observer/Media Area


Exercise Play Area


Canteen or Rehab Area


Briefing Rooms


Restrooms


Registration


Parking
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